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Terminology

For objects (on mutable webs):

● Integrity - Thing in hand is same thing signed/published/intended/etc
● Identity - If that thing is different, the delta is legitimate (provenance)

For identifiers:

● Resolve - Translate pointers to current addresses, metadata, etc. if applicable
● Dereference - Get the thing identified from authoritative source
● Validate - Identifier is valid syntactically
● Verify - Object has been dereferenced; integrity & identity checked (if applicable)



Conceptual Framing: Identifiers for what

- Attachments (most static, more valuable to deduplicate and make efficient)
- CDNs and SRI are tablestakes in 2026… the “Hug of Death” is naïve HTTP resolution failing

- Activities
- Activities not immutable/canonicalizable over time; each identifier is really a specific actor’s 

view at a point in time
- Privacy problems with non-repudiable circulation beyond intended audience, particularly if 

activated retroactively
- Actors (hardest problems)

- What does the spec mean by “the actor’s namespace”, or in 2017, “the user’s namespace?” 
- Who hosts Actor records independent of outbox server? A dumb sidecar or a distinct service?
- Who witnesses migrations, if servers die suddenly or if servers defederate?
- Client-side possibilities coming into focus (not just ActivityPub API but also Solid/Fedipod, 

ELFA, Wallet-Attached Storage, etc)

https://www.w3.org/TR/2017/CR-activitypub-20170907/#obj-id
https://github.com/swicg/activitypub-api
https://fedipod.net/
https://elfaconsortium.eu/
https://wallet.storage/spec#data-portability


Content-addressed versus Authority-addressing

Ambient Authority,
 neat! 💪

What happens when users & their servers fight? ⚔

No single 
point of 
failure… 
lots of them 
😎

where’s the directory?😬
Or when servers 

defederate? 🙉



Apples-to-Apples Comparisons: Where options differ

Who pays that rent?
How else confirm keys?

Someone else’s AuthN is 
always the weakest link!

Can we authenticate data 
independently from actors 
and outbox servers?

How do you know you’ve 
found the freshest version 
of a mutable resource?

How do I check a signature in the 
past? How do I find historical keys, if 
those are mutable too?



Comparison: Major Identifier Schemes



Prioritizing (and Parallelizing) Use Cases

1. Efficiencies of Scale - SRI-like ways to reduce the “Hug of Death” (FEP-cd47)

2. Discontinued/dead servers part 1: “Rescuing” content from archived/dead 
servers, and the semantics of “data recovery” (Sutty coöp, FEP-1042)

3. Discontinued/dead servers part 2: User migration (FEP-73cd#3&4, cipub)

a. The dreaded “Third Server” problem - where do Actors live beyond Outbox servers?

4. Protocol Experimentation - Backwards-compatibility and graceful failures 
when weird URLs and URNs creep into objects you see (FEP-fffd, FEP-1042)

5. Bridging - What to do when the rel=canonical URL is not an HTTPS URL

a. IMHO, this might best be specified in a CG Report like Discovery!

https://fediverse.codeberg.page/fep/fep/cd47/
https://sutty.nl/en/
https://fediverse.codeberg.page/fep/fep/1042/
https://fediverse.codeberg.page/fep/fep/73cd/
https://codeberg.org/bumblefudge/cipub
https://fediverse.codeberg.page/fep/fep/fffd/
https://fediverse.codeberg.page/fep/fep/1042/


1. (for Implementers) For each use-case or approach, who needs to support 
what for it to work? Who needs to buy-in before it’s worth designing, whether 
in the open or in private?

2. (For designers) How to backwards-compatibly integrate new kinds of Actor, 
service, and/or identifier?
a. FEPs: 1042 (static & P2P addressing), ef61 (ap:// scheme), cd47 (dedup use cases), (signing), 

73cd (migration user stories), e3e9 (detached actor service)

3. (For businesses): How to get shared infrastructure off the ground (Key 
Transparency Log, Portability Witnessing Service, toxic-data scanning, etc)?

4. (For CG) How to negotiate interop profiles between distinct profiles of AP?

Different Questions for Different Constituents

https://fediverse.codeberg.page/fep/fep/1042/#url-links-in-ap-objects
https://fediverse.codeberg.page/fep/fep/ef61/
https://fediverse.codeberg.page/fep/fep/cd47/
https://fediverse.codeberg.page/fep/fep/73cd/
https://fediverse.codeberg.page/fep/fep/e3e9/


Bonus Round: Resolving Actors beyond [one] outbox 
server



Comparison: URI schemes for Activities or Actor+Activities


