
Wallets,
Platforms…wtf?

It’s easy to miss how fast the wallet game is changing if you’re not 
paying attention to shifting platform economics.
● What does it mean for wallets to “own” their customers?
● What do wallets owe their customers in return? 
● Are we ready for wallets to be as interchangeable as browsers?
● Who gains from raising UX standards? 01/15

c.A.S.A.
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#goals #VISION
● Community venue, open 

governance
● Open-source, public 

specifications that enable and 
encourage chain-agnostic 
engineering and UX

● CAIPs - Improvement Proposals 
spanning multiple systems

● CANs - Documentation of each 
L1’s RPC & addressing syntaxes 
for external consumption

● User Agency > Sovereignty

● Buidl for an open web[3] that 
comes after the “browser wars” era

● Think of web3 as a cohesive design 
space and meta-platform, not 
competing VMs & platforms

CASA, WTF
chain agnostic standards alliance

03/15
this talk plagiarizes & ventriloquizes the ideas of casa contributors
ryan betts, dan finlay, pedro gomes, kyle den hartog, and eric marks

https://alliance.chainagnostic.org/
https://alliance.chainagnostic.org/
https://github.com/ChainAgnostic/secure-design/blob/main/meetings.md
https://chainagnostic.org/
https://namespaces.chainagnostic.org
https://berjon.com/user-agency/
https://learningproof.xyz/self-sovereignty-and-autonomy/#sovereignty
https://www.theguardian.com/global/2015/mar/22/web-browser-came-back-haunt-microsoft


intro: basic terminology
C.A.S.A.

04/15
Src: “the Wallet Stack” (2022) by Ryan Betts

https://fission.codes/blog/wallet-stack/


intro: web1.0 = web standards
C.A.S.A.

05/15
Src: kyle den hartog (Brave); see also caniuse.com and wtf.allwallet.dev 

neutral web platform (once standardized, anyways)

user space business logic

until browsers could agree on standardized core features, 
       each browser was its own overlapping but distinct platform matchmaking surfers 󰝖 to waves 🌊

what are the core UX and security features of the web3 platform? 
are we warning users if their wallets don’t have them?

anyone wanna bolt on payments?

https://kyledenhartog.com/posts/
https://en.wikipedia.org/wiki/Browser_wars
https://www.youtube.com/watch?v=8aTjA_bGZO4
https://caniuse.com/
https://wtf.allwallet.dev/


intro: web2.0 = identity barons

capture the web platform
C.A.S.A.

06/15
see: the verge’s antitrust page or wallet news; decentralized.id; k. pistor

bolting on an “identity layer” to the internet created the most powerful and profitable monopolies in history

healthy market enjoyers call this a failure mode, not a common carrier model

don’t mind me, 
just taking my 3% cut here

let me hold that wallet for you, bro

(disintermediation
is a cruel mistress…)

https://www.theverge.com/23869483/us-v-google-search-antitrust-case-updates
https://9to5google.com/2024/08/12/google-wallet-everything-else/
https://identity.foundation/education/
https://press.princeton.edu/books/hardcover/9780691178974/the-code-of-capital


intro: web3.0 = BOLT on USERs 
C.A.S.A.

07/15
See also: web2 vulns, netlify cve, web3auth (arvix), etc ; CAIP-282 (pr); eip-6963

user-space AND business logic are both 
precariously squatting in the
censorable, vulnerable, and captured 
web2 platform

Wallet

dApp Front-end
(can be in-wallet)

Smart Contract Execution

Node / Network

Historical Chain State

web3 is mostly paying attention 
to what it can control, here,
on very short timelines

https://medium.com/@resonance.security/why-web2-vulnerabilities-need-addressing-before-embracing-web3-part-1-e881424e216c
https://samcurry.net/universal-xss-on-netlifys-next-js-library
https://arxiv.org/pdf/2406.00523
https://github.com/ChainAgnostic/CAIPs/pull/282/files
https://ethereum-magicians.org/t/eip-6963-multi-injected-provider-discovery/14076


progress… some day?
Wallets are the hardest layer to improve:

● Coordination: what market actor is incentivized to 
coordination adoption of wallet features or flows?

● Compliance risk: Wallets anonymizing their users 
keeps dapp liability low and protocol neutral, but they 
are a kind of fiduciary, tricky relationship

● Control points: Mobile OS app stores, browser 
security models, and soon even browser extension 
registries can all effectively cripple a wallet

● Consolidation: Vertical integration (dapps buying or 
provisioning wallets) disincentivizes wallet progress

08/15

redheaded step-layer
c.A.S.A.

Wallet

dApp Front-end
(can be in-wallet)

Smart Contract Execution

Node / Network

Historical Chain State

Src: LOL, me; see also eth wallet wg proposal

$

$$$

BLockchain 
foundations, 
standardization & 
hard fork focus, 
infrastructure 
investments

SDK businesses,
trade shows, 
ecosystem dev

1:1 deals w/ dapps, 
nxn interop, 
#browserProbs^2

“the market will sort wallets out” – everyone since 2015

https://github.com/ChainAgnostic/Gatherings/blob/main/2023-09-07-BLN-Eth_Meetup_Blockchain_Week/Slides/Introduction_to_CASA_2023.pdf
https://notes.learningproof.xyz/kvD09nQnS0qiQWHJT9fVfA?view


TODAY, solvers & intents!

09/15

c.A.S.A.
redheaded step-layer

Compare the amount of business-model and 
technological innovation everywhere below the 
individual user… which is even reaching into the green 
zone (theoretically user-space).

We have so over-engineered the concept of “intents” that 
we forgot the legal meaning of the word, and the 
“meaningful consent” needed for any of this stuff to be 
scalable, street-legal for the next billion, or ethical.

Wallets need to be where permission and consent are 
enforced… the wallet is the end-user’s trusted advocate.

Src: Frontier.tech; compare to adtech solver DSLs

https://frontier.tech/cake-working-group
https://berjon.com/capture-resistance/


frontier.tech:

c.hain a.bstraction

K.ey e.lements
When you’re holding a 
DeFi solver, everything 
looks like an opportunity 
for arbitrage and routing 
hijinx.

10/15

c.A.S.A.
paths forward:

frontier.tech

Src: Frontier.tech

https://frontier.tech/cake-working-group


PENUMBRA:
per-user rollups?!

The end-state of all onchain 
maximalism is all human 
activity is made legible to 
nodes, even if proved 
off-chain and managed by 
squishy human wallets 
off-screen 11/15

c.A.S.A.
paths forward:

penumbra

From the talk “Shielded Transactions Are Rollups”, ethcc 2023

Src: youtube.com

https://www.youtube.com/watch?v=VWdHaKGrjq0


Coinbase:
the everything app

Props to team 
#standardOil, 
honestly

12/15

c.A.S.A.

Src: TWTTR.com; see also EIPS 5792, 7579

paths forward:

coinbase

https://x.com/jessepollak/status/1823195847234084886
https://eips.ethereum.org/EIPS/eip-5792
https://eips.ethereum.org/EIPS/eip-7579


src: WC Certified; 1click-auth (CAIP-122 / EIP-4361 + 5573); see nota bene 

WALLET CONNECT:
walletkit SDK + certified 

= UX baseline scrum

By giving wallets an SDK of standardized 
features that dapps are demanding, a 
“baseline” of wallet UX features and flows can 
be coordinated…cooperatively!
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c.A.S.A.
paths forward:

walletconnect

https://walletconnect.com/blog/walletguide-walletconnect-certified
https://walletconnect.com/blog/walletkit-one-click-auth
https://chainagnostic.org/CAIPs/caip-122
https://eips.ethereum.org/EIPS/eip-4361
https://eips.ethereum.org/EIPS/eip-5573
https://devx.notabene.id/docs/coins-decimals#polymorphic-asset-field


metamask:
asset abstraction

Will the next billion 
want to know, much 
less manage, most of 
their 200 addresses or 
even know what chain 
anything is “on”? 14/15

c.A.S.A.

Src: walletuncon.org; dan’s protocol essay; CAIP-282

paths forward:

Metamask

https://streameth.org/devconnect/watch?session=65b8f8d6a5b2d09b88ec192f
https://blog.danfinlay.com/protocol-seeking-protocol/
https://github.com/ChainAgnostic/CAIPs/pull/282/files
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c.A.S.A.
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the end

chainagnostic.org

@chainagnostic

questions?

15/15

chain agnostic standards alliance

Koans to ponder:
● What does it mean for wallets to “own” their 

customers?
● What do wallets owe their customers in return? 
● Are we ready for wallets to be as 

interchangeable as browsers?
● Who gains from raising UX standards?


